Abstract-Spatial Crowdsourcing (SC) is a novel and transformative platform that engages individuals, groups and communities in the act of collecting, analyzing, and disseminating environmental, social and other spatio-temporal information. SC outsources a set of spatio-temporal tasks to a set of workers, i.e., individuals with mobile devices that perform the tasks by physically traveling to specified locations of interest. Protecting location privacy is an important concern in SC, as an adversary with access to individual whereabouts can infer sensitive details about a person (e.g., health status, political views). Due to the challenging nature of protecting worker privacy in SC, solutions for this problem are quite complex, and require tuning of several parameters to obtain satisfactory results. In this paper, we propose PrivGeoCrowd, a toolbox for interactive visualization and tuning of SC private task assignment methods. This toolbox is useful for several real-world entities that are involved in SC, such as: mobile phone operators that want to sanitize datasets with worker locations, spatial task requesters, and SC-service providers that match workers to tasks.
I. INTRODUCTION
Latest-generation mobile phones are powerful devices that can collect and share various types of data, e.g., picture, video, location, movement speed and acceleration. Spatial Crowdsourcing (SC) [1] is emerging as a transformative platform that engages individuals, groups and communities in the act of collecting, analyzing, and disseminating information for which spatio-temporal features are relevant. With SC, task requesters outsource their spatio-temporal tasks to a set of workers, i.e., individuals with mobile devices that perform the tasks by physically traveling to specified locations of interest. The nature of tasks may vary from environmental sensing to capturing images at social or entertainment events. Typically, requesters and workers register with a centralized spatial crowdsourcing server (SC-server) that acts as a broker between parties, and often also plays a role in how to assign tasks to workers (i.e., scheduling according to some performance criteria). SC has numerous applications in environmental sensing, journalism, crisis response, etc.
SC requires workers and tasks to be matched effectively, i.e., tasks must be completed in a timely fashion, and workers need not travel long distances. Thus, matching at the SC-server must take into account worker locations. However, the SCserver may not be trusted, and disclosing worker locations may help an adversary learn sensitive details about an individual's health status, political views, etc [2] , [3] , [4] .
In previous work [5] we proposed a differentially-private framework for spatial task assignment in SC, whereby the SCserver only has access to sanitized Private Spatial Decompositions (PSDs) [4] . A PSD is a sanitized spatial index, where each index node contains a noisy count of the workers rooted at that node. Every worker subscribes to a cellular service provider (CSP) that provides Internet connectivity. The CSP already has access to the worker locations (e.g., through cell tower triangulation), and signs a contract with its subscribers, which stipulates the terms and conditions of location disclosure. The CSP collects worker locations and releases them to third-party SC-servers in sanitized form. However, differential privacy (DP) introduces two difficult challenges, as discussed next.
First, the SC-server must match workers to tasks using noisy data, which requires complex strategies to ensure effective task assignment. Second, by the nature of the DP protection model, fake entries may need to be created in the PSD. Thus, the SC-server cannot directly contact workers, not even if pseudonyms are used, as merely establishing a network connection would allow the SC-server to learn whether an entry is real or not, and breach privacy. To address this challenge, the framework in [5] proposed the use of geocasting [6] to deliver task requests to workers. Geocast introduces overhead considerations that need to be carefully considered in the framework design.
Preserving worker location privacy in SC is a challenging and complex task, which requires a careful system analysis and tuning for several framework components, such as the shape and granularity of the PSD, the strategy for finding appropriate geocast regions, etc. In addition, the distribution of the worker and task datasets significantly impact the effectiveness and efficiency of the framework.
In this demo, we propose PrivGeoCrowd, an interactive visualization and tuning toolbox for privacy-preserving SC. PrivGeoCrowd helps system designers investigate the effect of varying system parameters, as well as the behavior of different choices of geocasting strategy. PrivGeoCrowd includes several modules which can be deployed at different system components. For instance, the CSPs may use PrivGeoCrowd to evaluate the effect that PSD characteristics and privacy budget allocation have on assignment quality. To that extent, the CSP can use PrivGeoCrowd to generate several sanitized datasets, and evaluate the impact on assignment quality using previous histories of task requests. On the other hand, the SCserver can investigate, given an instance of a sanitized dataset, The remainder of this paper is organized as follows. Section II provides a technical overview of the private SC framework from [5] , which is the basis for the interactive visualization tool. Next, in Section III we present the PrivGeoCrowd demonstration plan. Finally, we conclude with directions for future work in Section IV.
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II. SC PRIVACY FRAMEWORK
A. Overview Fig. 1 summarizes the differentially-private SC framework proposed in [5] . SC workers subscribe to a cellular service provider (CSP) and periodically report their location to the CSP (Step 0 in the diagram). In Step 1, the CSP sanitizes worker locations according to differential privacy with privacy budget using Private Spatial Decompositions (PSD) [4] . Each PSD node has a noisy count of the data points enclosed by that node's extent (instead of actual data points in the case of traditional indexes). Various PSD types such as grids, quadtrees or k-d trees can be used.
The SC framework in [5] uses the Adaptive Grid (AG) PSD approach [7] . AG is a two-level grid, where the granularity of the second-level grid is chosen based on the noisy counts obtained in the first-level. AG is a hybrid technique which inherits the simplicity and robustness of space-partitioning (i.e., data independent) index structures, but still uses a certain amount of data-dependent information when choosing the granularity for the second level.
When the SC-server receives a task request t (Step 2), it queries the PSD to determine a geocast region (GR) that encloses with high probability workers in relative proximity to t. Next, the SC-server initiates a geocast communication [6] process (Step 3) to disseminate t to all workers within GR. According to DP, sanitizing a dataset requires creation of fake locations in the PSD. If the SC-server is allowed to directly contact workers, then failure to establish a communication channel would breach privacy, as the SC-server is able to distinguish fake workers from real ones. Using geocast is a unique feature of the framework, and a necessary step to achieve protection. Geocasting [6] is a routing and addressing method used to communicate with nodes in a network identified by their geographical locations. Geocasting can be performed either with the help of the CSP infrastructure, or through a mobile ad-hoc network where the message is disseminated on a hop-by-hop basis to the entire GR.
Upon receiving request t, a worker w decides whether to perform the task or not. If yes (Step 4), s/he sends a consent message to the SC-server confirming w's availability (alternatively, the consent can be directly sent to the requester). If w is not willing to participate in the task, then no consent is sent, and no information about the worker is disclosed.
B. Challenges and Performance Metrics
Protecting worker locations complicates significantly task assignment, and may reduce the effectiveness of worker-task matching. Given task t, the GR construction algorithm must balance two conflicting requirements: determine a region that (i) contains sufficient workers such that task t is accepted with high probability, and (ii) the size of the GR is small. The willingness of a worker to accept a received task is modeled as the acceptance rate AR, which can vary as either a linear or a Zipfian function of the worker-task distance. The input to the algorithm is task t as well as the worker PSD, consisting of the two-level AG with noisy worker counts.
The algorithm chooses as initial GR the level-2 cell that covers the task, and keeps expanding the GR by adding neighboring cells until the GR utility, measured as the probability that at least one worker inside the GR accepts the task, exceeds a required threshold. GRs are expanded using several heuristic criteria. The distance-based heuristic selects the nearest cell to the task. The compactness-based heuristic chooses the cell that forms the most compact GR, i.e., a GR with a shape that is more suitable for geocast.
Three important metrics need to be considered:
• Assignment Success Rate (ASR) measures the ratio of tasks accepted for execution to the total number of task requests. The ideal ASR is 100%.
• Worker Travel Distance (WTD) is an indicator of travel cost. The challenge is to keep WTD low, even when exact worker locations are not known.
• Due to the noisy data, redundant messages must be sent, increasing overhead. The average number of notified workers (ANW) measures the communication overhead of disseminating tasks. Another important metric is the number of hops required to disseminate the tasks when ad-hoc routing is used.
To obtain practical values for the above performance metrics, the privacy framework needs to be carefully tuned with respect to several parameters, such as privacy budget and its allocation strategy, granularity of AG, utility threshold settings, choice of GR construction strategy, etc. To evaluate the impact of these factors, and to support a comprehensive exploration of the effects of each parameter, we developed PrivGeoCrowd, an interactive visualization toolbox for privacy-preserving SC that we introduce next.
III. PRIVGEOCROWD
In Section III-A we outline the software architecture of the tool, followed by a presentation of the main GUI elements in Section III-B and the demonstration scenario in Section III-C. , a geospatial crowdsourcing system developed at USC. The GUI is provided to end-users (i.e., CSPs, SC-server administrators or task requesters) in webbased form, and does not require any additional software to be installed at the client. The web application is written using Javascript, Python, PHP5, and Google Maps API for map rendering. The GeoCrowd API provides SC services [8] such as profile management, etc. The worker location datasets are stored in a MySQL database, which can be queried using the CSP API to generate sanitized PSDs. Fig. 3 gives an overview of the main GUI, which comprises several component modules:
A. System Architecture
B. Graphical User Interface
CSP Panel: it allows the CSP to sanitize and publish datasets according to privacy budget ε ∈ [0.1, 1]. The system ships with three datasets: Gowalla-San Francisco (SF), Gowalla-Los Angeles (LA) and Yelp-Phoenix (Yelp), but the CSP has the option of uploading additional datasets to the repository. The CSP can also specify the budget allocation split between AG levels (0.5 means equal split between levels 1 and 2). The CSP can customize the granularity of the level-1 AG grid used for constructing the worker PSD. Once the "Publish Data" button is clicked, the corresponding PSD of the dataset is generated and made available to other modules through the PSD API.
SC Panel -Dataset Selection:
The SC-server administrator can select among available sanitized datasets from the drop-down list. Several statistics of the selected dataset are automatically provided on the right-hand side, and the user has the option to visualize the dataset density heatmap, as well as the dataset boundary.
SC Panel -GR Construction Tuning: The SC-server administrator is able to select one of the supported heuristics (i.e., distance-based, compactness-based), as well as the parameters of the GR construction algorithm. The user can choose the threshold for acceptance success rate (ASR). The maximum task acceptance rate AR threshold (i.e., when worker and task are co-located) can be varied between 0.1 and 1.0. The wireless communication range for the geocast is customizable between 25 and 100 meters.
Task Requester Panel -Geocast Region Rendering:
There are three ways one can submit a task request: (1) by double clicking on the map, (2) by providing latitude/longitude values in the task text box, or (3) by selecting a particular task in the history tab. The latter task list is extracted from MediaQ [8] . When one specifies a task, its GR is computed and rendered in real-time. In Fig. 3 , the pop-up dialog of the last visited cell presents some statistics. Typically, the current utility (i.e., accumulated utility) measures the probability that at least one worker accepts the task if it is geocast.
Mobility Panel: The administrator can generate new datasets from existing ones by having workers move according to a pre-defined mobility model. The heat map of the updated dataset illustrates the movement. When the stop button is clicked, the current snapshot of the worker locations are uploaded to the server, and a new PSD is constructed.
C. Demonstration Plan
During the demonstration, we will highlight the role of PrivGeoCrowd in evaluating the effectiveness and efficiency of private spatial crowdsourcing in several prominent scenarios. Namely, we study the effect of: (i) varying AG granularity during sanitization, (ii) varying dataset density and (iii) varying the heuristic used in GR construction.
Customized AG granularity: Fig. 4 presents the effect of AG granularity on GR size. The visualization highlights the GRs obtained by our customized granularity AG method [5] , which are significantly more compact than the ones obtained with the original AG from [7] . Dense vs Sparse Area: Fig. 5 shows the effect of worker density on the size of obtained GRs. One can observe that the GR obtained in the left-hand side of the figure, corresponding to a sparse suburb area of Phoenix, AZ (Yelp dataset) is much larger than the GR obtained in a denser downtown area of the same dataset. On the other hand, the denser the population, the higher granularity of the AG. This confirms that our customized AG [5] adapts well to worker density.
Effect of Alternative GR Construction Heuristics: Fig. 6 demonstrates the behavior of different heuristics on the size and shape of the GR. In Fig. 6a we illustrate the case where GR construction is guided solely by the expected probability of task acceptance success rate (ASR). In this case, populated grid cells tend to be selected first. Fig. 6b demonstrates the strategy of adding the nearest cell to the GR, which results in GRs that are centered at the task request. Finally, Figure 6c shows the third strategy that attempts to form GRs with a balanced shape, in order to obtain a low hop count when using ad-hoc geocast communication. We showcase PrivGeoCrowd, an interactive visualization and tuning toolbox for privacy-preserving spatial crowdsourcing. PrivGeoCrowd helps system designers investigate the effect of parameters such as privacy budget and allocation strategy, GR construction heuristics, dataset density, etc., on the effectiveness of private SC task matching. In future work, we will extend PrivGeoCrowd to support multiple types of P SD (in addition to adaptive grids). We will also integrate PrivGeoCrowd with a network simulator component that can provide precise geocasting overhead measurements when routing in a realistic mobile ad-hoc environment.
